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This study guide provides an overview of each topic covered on the NVIDIA Certified Professional: Al Operations
certification exam, recommended training, and suggested reading to prepare for the exam. Information about
NVIDIA certifications can be found here.

Exam Structure

This exam has two sections; a multiple-choice section, and a performance-based test section (or hands-on lab). Each section
is worth 50% of the overall score. The score of the two sections is combined for a total score resulting in a pass or fail. You will
receive a score report indicating how you performed on each topic, and each section.

The performance-based test section includes three challenges. A short scenario describes a common problem for you to solve.
You will be in a live virtual machine with an instruction panel providing you with the scenario and any resources you may need.

To complete the performance-based test you will need to be comfortable using Slurm in BCM to troubleshoot a cluster, using
Kubernetes to run a workload, and using BCM to add a node to a cluster.

Job Description

The Al operations professional is responsible for managing and maintaining the Al infrastructure within a data center.
Their role includes overseeing Al compute platforms, managing software and containers, configuring networking for

Al workloads, and ensuring efficient storage and resource utilization. They need expertise in Al hardware and software,
as well as data center technologies, to optimize performance and support Al-driven applications. Additionally, they might
be involved in cluster management, workload scheduling, and implementing virtualization technologies to maximize the
efficiency of the Al environment.

Key Responsibilities

1. Managing and maintaining Al compute platforms, including GPUs and other specialized hardware

2. Installing and configuring GPU drivers and software

Overseeing the Al software stack and tools, including deep learning frameworks and data science libraries
. Implementing and managing containerization technologies like Docker and NVIDIA® NGC™

Configuring and optimizing networking infrastructure for Al workloads, including InfiniBand and Ethernet

. Managing storage solutions for Al data, considering performance and capacity requirements
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Deploying and managing data processing units (DPUs) to accelerate data center workloads
8. Monitoring and managing Al cluster health and resource utilization
9. Implementing workload management and scheduling tools like Slurm and Kubernetes

10.Ensuring efficient power and cooling for Al infrastructure to maintain optimal operating conditions

Recommended Qualifications and Experience
1. Bachelor’s degree in computer science, software engineering, Al, or a related field

2. Expertise in NVIDIA GPU and DPU technologies, Al software stacks, and data center management for
high-performance Al workloads
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Certification Topics and References

Administration tasks for this job include overseeing NVIDIA Fleet Command™ and Slurm clusters, designing data center
architecture specifically for Al workloads, managing NVIDIA Run:ai, and configuring NVIDIA Multi-Instance GPU (MIG)
for both Al and high-performance computing (HPC) applications.

1.1 Administer Fleet Command.

1.2 Administer Slurm clusters.

1.3 Design data center architecture for Al workloads.

1.4 Administer Run:ai.

1.5 Configure MIG for Al and HPC.

Recommended Training (Optional)

Course reference: Al Operations

> Module 6, Al Data Center Management, Unit 2: Data Center Architecture for Al Workloads
> Module 6, Al Data Center Management, Unit 3: Scheduling Al Workloads With Slurm

> Module 6, Al Data Center Management, Unit 5: Managing Al at the Edge With Fleet Command

> Module 7, Virtualizing GPU Resources

Suggested Readings

> New Features for NVIDIA Fleet Command Deliver All-in-One Edge Al Management
> Accelerated Edge Al With Metropolis and Fleet Command | NVIDIA Technical Blog

> New Features and Applications Make Deploying Edge Al Easy With NVIDIA Fleet Command

> NVIDIA Base Command™ Manager

> Troubleshooting—NVIDIA Container Toolkit 1.17.3 Documentation
> NVIDIA Multi-Instance GPU User Guide r560

> Product Overview—NVIDIA DGX™ Cloud Run:ai Documentation

> Developer Guide—NVIDIA Docs

> Open an Interactive Remote Console—NVIDIA Docs

> Install Administrator CLI—Run:ai Documentation Library

> NVIDIA Fleet Command Scales Edge Al Services for Enterprises

> Slurm Documentation

> NVIDIA Fleet Command

> How to Build Your GPU Cluster: Process and Hardware Options
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https://academy.nvidia.com/course/view.php?id=599
https://blogs.nvidia.com/blog/fleet-command-all-in-one-edge-ai-management/
https://developer.nvidia.com/blog/accelerated-edge-ai-with-metropolis-and-fleet-command/
https://developer.nvidia.com/blog/fleet-command-momentum-blog/
https://docs.nvidia.com/base-command-manager/release-notes-10-23-10.pdf
https://docs.nvidia.com/datacenter/cloud-native/container-toolkit/latest/troubleshooting.html
https://docs.nvidia.com/datacenter/tesla/mig-user-guide/
https://docs.nvidia.com/dgx-cloud/run-ai/latest/overview.html
https://docs.nvidia.com/doca/archive/doca-v2.2.0/developer-guide/index.html
https://docs.nvidia.com/launchpad/ai/fleet-command/latest/fc-step-08.html
https://docs.run.ai/latest/home/documentation-library/
https://nvidianews.nvidia.com/news/nvidia-fleet-command-scales-edge-ai-services-for-enterprises
https://slurm.schedmd.com/
https://www.nvidia.com/content/dam/en-zz/Solutions/gtcf20/fleet-command/gtcf20-nvidia-fleet-command-datasheet-us-1433255-r5-web.pdf
https://www.run.ai/guides/multi-gpu/gpu-clusters

Workload management tasks include administering Kubernetes clusters, troubleshooting issues using system management
tools—Ilike NVIDIA Data Center GPU Manager (DCGM), NVIDIA System Management (NVSM), and NVIDIA System
Management Interface (nvidia-smi)—and administering NVIDIA Base Command Manager (BCM) and cluster provisioning.
These tasks are crucial for ensuring efficient resource allocation and monitoring and maintaining Al infrastructure.

2.1 Administer Kubernetes clusters.

2.2 Use system management tools such as DCGM, NVSM, and nvidia-smi to troubleshoot issues.

2.3 Administer BCM and cluster provisioning.

Recommended Training (Optional)

Course reference: Al Operations

v

Module 2, Compute, Unit 1: Al Compute Platforms Overview
Module 2, Compute, Unit 3: Managing Compute Systems With NVSM
Module 2, Compute, Unit 4: Operating Al Compute Platforms With DCGM

v

v

v

Module 6, Al Data Center Management, Unit 2: Infrastructure Provisioning and
Management With Base Command Manager

Module 6, Al Data Center Management, Unit 4: Al Cluster Orchestration With Kubernetes

v

Course reference: Base Command Manager Administration (self-paced learning)

Suggested Readings

\'

NVIDIA System Management Interface

> Manage Builders | Docker Docs

NVIDIA Bright Cluster Manager

NVIDIA Container Toolkit

> DCGM Diagnostics

> Provisioning Nodes—NVIDIA DGX SuperPOD™
DGX Superpod User Guide

\'

\'

\'

> Split-Brain Recovery in HA Installation

> Concepts | Kubernetes

> kubect! Quick Reference
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https://academy.nvidia.com/course/view.php?id=599
https://academy.nvidia.com/en/course/base-command-manager-administration/?cm=87077
https://docs.nvidia.com/deploy/nvidia-smi/index.html
https://docs.docker.com/build/builders/manage/
https://docs.nvidia.com/bright-cluster-manager/
https://docs.nvidia.com/datacenter/cloud-native/container-toolkit/
https://docs.nvidia.com/datacenter/dcgm/2.4/user-guide/dcgm-diagnostics.html
https://docs.nvidia.com/dgx-superpod/administration-guide-dgx-superpod/latest/provisioning-nodes.html
https://docs.nvidia.com/dgx-superpod/user-guide-dgx-superpod/latest/index.html
https://docs.nvidia.com/networking/display/ufmenterpriseapplianceswv182/split-brain%2Brecovery%2Bin%2Bha%2Binstallation
https://kubernetes.io/docs/concepts/
https://kubernetes.io/docs/reference/kubectl/cheatsheet/#scaling-resources

This section focuses on both software and hardware installation and configuration. A core responsibility is installing and
configuring BCM and subsequently using BCM to install Kubernetes on NVIDIA hosts. The role also requires deploying
containers from NGC and cloud virtual machine image (VMI) containers. Additionally, understanding the storage requirements
of an Al data center and deploying NVIDIA DOCA™ services on DPU-Arm are key aspects of this position.

3.1 Install and configure BCM.

3.2 Install and initialize Kubernetes on NVIDIA hosts using BCM.

3.3 Deploy containers from NGC.

3.4 Deploy cloud VMI containers.

3.5 Understand storage requirements for Al data centers.

3.6 Deploy DOCA services on DPU-Arm.

Recommended Training (Optional)

Course reference: Al Operations

> Module 2, Compute, Unit 5: NVIDIA GPU Containers

> Module 4, Storage for Al, Unit 1: Storage for Al Overview

> Module 5, NVIDIA BlueField® DPUs, Unit 3: Running DOCA Services on BlueField DPU

> Module 6, Al Data Center Management, Unit 2: Infrastructure Provisioning and Management
With Base Command Manager

Suggested Readings

> NVIDIA DOCA Software Framework

> Base Command Platform User Guide
> NVIDIA Cloud-Native Technologies

> DOCA Documentation

> NVIDIA DOCA BlueMan Service Guide

> NVIDIA DOCA Installation Guide for Linux
> NGC User Guide

> NGC-Certified Public Clouds—NVIDIA Docs

> Docker Swarm vs. Kubernetes: Which Is Better in 20257
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https://academy.nvidia.com/course/view.php?id=599
https://developer.nvidia.com/networking/doca
https://docs.nvidia.com/base-command-platform/user-guide/index.html
https://docs.nvidia.com/datacenter/cloud-native/
https://docs.nvidia.com/doca/archive/2-5-2/nvidia+bluefield+dpu+container+deployment+guide/index.html
https://docs.nvidia.com/doca/sdk/doca+blueman+service+guide/index.html
https://docs.nvidia.com/doca/sdk/installation-guide-for-linux/index.html#manual-bluefield-image-installation
https://docs.nvidia.com/ngc/gpu-cloud/ngc-user-guide/index.html
https://docs.nvidia.com/ngc/ngc-deploy-public-cloud/
https://www.knowledgehut.com/blog/devops/docker-swarm-vs-kubernetes

Troubleshooting is a crucial aspect of maintaining optimal performance. Responsibilities include resolving issues with Docker,
fabric manager service for NVIDIA NVLink™ and NVSwitch™ systems, BCM, NVIDIA Magnum I0™ components, and storage
performance. Ensuring that these elements function seamlessly is essential for efficient, stable operation of Al workloads.

4.1 Troubleshoot Docker.

4.2 Troubleshoot the fabric manager service for NVLink and NVSwitch systems.

4.3 Troubleshoot Base Command Manager.

4.4 Troubleshoot Magnum IO components.

4.5 Troubleshoot storage performance.

Recommended Training (Optional)

Course reference: Al Operations

> MModule 2, Compute, Unit 5: NVIDIA GPU Containers

v

Module 3, Networking for Al, Unit 2: Operating InfiniBand Fabrics
Module 3, Networking for Al, Unit 4: Monitoring Al Data Centers With NVIDIA United Fabric Manager (UFM®)

\'

v

Module 4, Storage for Al, Unit 1: Storage for Al Overview

\'

Module 6, Al Data Center Management, Unit 2: Infrastructure Provisioning and Management With Base Command Manager

Suggested Readings

> Top Five Most Common Issues With Docker (and How to Solve Them) | Packagecloud Blog

> Optimizing Data Movement in GPU Applications With the NVIDIA Magnum IO Developer Environment

> Docker Container Logs

> Installing Docker and the Docker Utility Engine for NVIDIA GPUs—NVIDIA Al Enterprise: VMware Deployment Guide

> NVIDIA Base Command Manager

> Troubleshooting—NVIDIA Container Toolkit 1.17.3 Documentation
> Getting Started—NVIDIA DCGM Documentation
> Fabric Manager for NVIDIA NVSwitch Systems

> Containers for Deep Learning Frameworks User Guide—NVIDIA Docs
> NVIDIA Magnum 10 GPUDirect® Storage

> Upgrading UFM Software—NVIDIA Docs

> NVIDIA UFM Enterprise User Manual

> NVIDIA UFM High-Availability User Guide v5.5.0

> NVIDIA Magnum 10

Questions?

Contact us here.
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https://www.nvidia.com/en-us/learn/organizations/contact-us/
https://academy.nvidia.com/course/view.php?id=599
https://blog.packagecloud.io/top-five-most-common-issues-with-docker-and-how-to-solve-them/
https://developer.nvidia.com/blog/optimizing-data-movement-in-gpu-apps-with-magnum-io-developer-environment/
https://docs.docker.com/engine/reference/commandline/logs/
https://docs.nvidia.com/ai-enterprise/deployment-guide-vmware/0.1.0/docker.html
https://docs.nvidia.com/base-command-manager/index.html
https://docs.nvidia.com/datacenter/cloud-native/container-toolkit/latest/troubleshooting.html
https://docs.nvidia.com/datacenter/dcgm/latest/user-guide/getting-started.html
https://docs.nvidia.com/datacenter/tesla/pdf/fabric-manager-user-guide.pdf
https://docs.nvidia.com/deeplearning/frameworks/user-guide/index.html
https://docs.nvidia.com/gpudirect-storage/pdf/troubleshooting-guide.pdf
https://docs.nvidia.com/networking/display/ufmenterpriseqsgv6121/upgrading+ufm+software
https://docs.nvidia.com/networking/display/ufmenterpriseumv6196
https://docs.nvidia.com/networking/display/ufmha/installation+and+configuration#src-111593886_InstallationandConfiguration-ConfigureHAwithSSHTrustConfigureHAwithSSHTrust
https://www.nvidia.com/en-us/data-center/magnum-io/?srsltid=AfmBOoonoYiFIbBEJ9cULW79R1nLhQyL83DOkEpzGzphgU15K4Sp2RpG
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