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Introduction

NVIDIA systems such as GH200, GB200, and GB300 with an NVIDIA CPU and NVLink chip-
to-chip connection provide "hardware coherent” memory [8]. This enables both CPU and
GPU memory to be directly addressed from either CPU or GPU. This capability is not
present on PCle-connected systems.

On GH200+, the default shipping configuration presents GPU memory as a NUMA (non-
uniform memory access) node to the operating system. This allows the OS to manage GPU
memory together with CPU memory, which leads to some behavioral differences
compared to a PCle-attached GPU setup. In particular, the operating system may select
GPU memory for unexpected or surprising uses, such as caching files or avoiding out-of-
memory (OOM) conditions from an allocation request. For some applications and
workflows, especially those that have been optimized for a particular layout of CPU and
GPU memory (like Kubernetes), these differences may be undesirable.

To accommodate those situations, the NVIDIA Driver provides an alternative mode of
operation, called CDMM (Coherent Driver-based Memory Management), that does not
expose GPU memory to the operating system as a NUMA node. CDMM mode leaves the
GPU NUMA memory nodes in place but reports to the OS that the amount of memory in
each GPU node is zero. For the remainder of this document, the discussion will refer to
either "CDMM mode" or "NUMA mode".
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NUMA Mode

NUMA Mode

The total memory on a CPU and GPU system consisting of sysmem + vidmem is exposed
as NUMA nodes to the Linux kernel.

Features

Unified Memory Management: Standard Linux APIs like malloc() and mmap( ), as well
as CUDA APIs, can allocate memory on both CPU and GPU.

Inter-process communication (IPC): Users can utilize OS-provided memory primitives
to enable efficient inter-process communication for both CPU and GPU memory,
facilitating complex multi-process applications.

Dynamic Memory Migration: Memory can be moved between CPU and GPU memory
nodes using user-space APIs or automatically by the kernel, optimizing resource
utilization.

Potential Side Effects

While Linux NUMA offers flexibility by unifying device and system memory under
native Linux memory management, it causes GPU memory to be treated as a generic
memory pool. Some users may prefer to isolate GPU memory from general operating
system functions. CDMM is designed for these users.

Although Linux provides isolation mechanisms through a rich set of user-space tools,
memory pressure can lead to memory usage spilling into GPU memory nodes. While
this is typical NUMA behavior, it might be undesirable for users who closely monitor
GPU memory usage and wish to reserve it for very specific, performance-critical tasks.
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CDMM Mode

CDMM Mode

The CDMM approach is inspired by the PCle-attached model, in which GPU memory is
separate from CPU system memory (sysmem). System memory is used for system tasks
and operations, including running VMs and containers in the environment and GPU
memory is used for accelerated computing. This mode allows the Linux kernel to operate
without bringing online the GPU memory as a NUMA node and is designed for applications
or users that want to manage and use GPU memory separately from system memory.

CDMM still allows applications to use the coherency features of the platform.

The CPU memory is managed by the Linux kernel while the GPU memory is managed by
the NVIDIA device driver instead of the Linux kernel. CDMM is enabled using a module
configuration parameter that is passed in during driver load.

Features

Isolated GPU Memory: CDMM allows GPU memory to function independently of the
system's main memory, preventing the OS from making inefficient, potentially
intrusive or unwanted allocation decisions for GPU-specific workloads. This isolation is
important for performance-sensitive applications.

Direct Driver Control: The NVIDIA device driver directly manages GPU memory. This
means system administrators and application programmers have more granular
control, bypassing potential OS interference and ensuring memory is optimally
allocated for GPU operations.

Platform Coherency: CDMM leverages platform coherency without exposing all
memory as OS-managed. This allows for efficient data transfer between CPU and GPU
while maintaining driver-level control over GPU memory.
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Guidelines for using NUMA and CDMM Modes

Guidelines for using NUMA and CDMM
Modes

Application-Specific Memory Management

NUMA Mode: Beneficial for applications that rely upon the OS NUMA APIs, and upon the
OS's behavior of managing total system memory (system memory + video memory)

CDMM Mode: Ideal for applications that need direct control over GPU memory, bypassing
(and avoiding) OS control.

Memory Pooling

NUMA Mode: Allows memory pooling where both GPU memory and CPU memory can act
as a larger single pool of memory. Workloads can benefit from being able to aggregate
memory and rely on explicit or implicit bandwidth management to make best use of the
pool.

CDMM Mode: CDMM's driver-managed approach prevents the OS from using GPU
memory as a part of alarger memory pool. This prevents it from being used for page cache
and other related memory management activities from the OS such as reclaim are not
required. CDMM ensures GPU memory is primarily dedicated to GPU-specific data.

GPU Memory Usage: Visibility and
Measurement

NUMA Mode: Standard system monitoring tools report GPU memory utilization of the
entire integrated memory pool of GPU memory and system memory and can be further
filtered using the NUMA topology. The entire memory utilization of the system as a whole
can be viewed.

CDMM mode: Provides fine-grained control and enhanced visibility into GPU memory.
Because the driver directly manages GPU memory in CDMM, system administrators and
developers gain a clearer understanding of actual GPU memory consumption, simplifying
performance diagnosis and optimization.
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Cluster Administrator and CUDA Developer Considerations

Cluster Administrator and CUDA
Developer Considerations

In CDMM mode, user space applications do not have direct access to memory on the GPU
but will need to use CUDA APIs to allocate and use GPU memory. Application code (kernels)
executing on the GPU has direct access to CPU memory.

Cluster Administrator

When a system is configured in CDMM mode, the system will still have firmware tables
and NUMA nodes corresponding to the GPU. The GPU NUMA node(s), however, will
not have any memory present.

In CDMM mode, using NUMA aware allocation tools such as numact1 or usingmbind()
will have no impact when applied to GPU memory. Even though nodes corresponding
to the GPU are visible, they have no memory associated with them. It is recommended
that these tools not be used in CDMM mode for any GPU memory management, they
can be used to manage system memory.

CUDA Developer

Migration of system allocated memory: In the current implementation of CDMM,
system allocated memory will not be migrated to the GPU. System allocated memory
can still be accessed by code running on the GPU over the C2C link. Pages will not be
migrated even when an application uses the hints below to encourage migration. The
impacted APIs include:

cudaMemPrefetchAsync()
cudaMemPrefetchBatchAsync()
cudaMemDiscardAndPrefetchBatchAsync()
cudaMemAdvise(SetPreferredLocation)
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Cluster Administrator and CUDA Developer Considerations

Table 1. CDMM on CUDA Device Attributes in NUMA and CDMM Modes
Attribute NUMA Mode CDMM Mode
CU_DEVICE_ATTRIBUTE_NUMA_CON | CU_DEVICE_NUMA_CONFIG | CU_DEVICE_NUMA_CONFIG_NONE
FIG _NUMA_NODE
CU_DEVICE_ATTRIBUTE_NUMA_ID The current GPU NUMA The attribute will return an invalid

node ID NUMA ID
CU_DEVICE_ATTRIBUTE_PAGEABLE | True True. CDMM will not migrate
_MEMORY _ACCESS system allocated memory to the
GPU
CU_DEVICE_ATTRIBUTE_DIRECT_M | True False
ANAGED_MEM_ACCESS_FROM_HOST

Kubernetes Implications in NUMA mode

Memory over-reporting: Kubernetes enumerates the amount of system memory it
makes available to pods by summing up the total amount of memory it sees on each
NUMA node it has access to. Since GPU memory is also exposed as NUMA nodes,
Kubernetes mistakenly includes GPU memory in this count. This, in turn, allows pods
to request more system memory than is available on a given node, causing out-of-
memory (OOM) failures rather than waiting in a pending state until more memory
becomes available.

Pod memory limits apply to GPU memory, not just system memory: The Kubernetes
pod spec provides a configuration to set a memory limit on the amount of system
memory a pod has access to. Since each GPU’'s memory is exposed as a standard
NUMA node, these limits apply to both system memory and GPU memory when using
system allocated memory. This breaks the intended contract of the Pod spec API since
it was designed to refer only to system memory, not GPU memory. NOTE: If CUDA API
is used for allocation, memory limit accounting and enforcement may vary depending
on the allocator used.

Isolating GPU memory amongst pods: By default, all pods in Kubernetes have access
to all memory across all NUMA nodes. Since each GPU’s memory is exposed as a
standard NUMA node, all containers can allocate memory on all GPUs in the system,
even if they don’t have access to those GPUs, thus breaking the desired isolation.
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CDMM Mode Configuration

CDMM Mode Configuration

To enable CDMM, pass a kernel module  parameter and value
NVreg_CoherentGPUMemoryMode=driver, to nvidia.ko.

$ sudo modprobe nvidia NVreg_CoherentGPUMemoryMode=driver

This can be made persistent across reboots by adding it to /etc/modprobe.d/ as
follows:

$ echo options nvidia NVreg_CoherentGPUMemoryMode=driver > /etc/modprobe.d/nvidia-openrm.conf

Reloading the driver, typically by rebooting, is required for the kernel module parameter
to take effect.

To verify that CDMM is active, run the following:

$ grep Coherent /proc/driver/nvidia/params

Expected output:

$ CoherentGPUMemoryMode: "driver"
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CDMM Compatibility Notes

CDMM Compatibility Notes

Default Mode (NUMA vs CDMM)

The current default mode of the driver is CDMM Mode = OFF. However, in Kubernetes-
based GPU operator deployments on k8s that use the NVIDIA driver container, CDMM is
enabled by default starting from driver 580.65.06 and greater.

GPU Direct RDMA

CDMM is only supported on the nv-p2p persistent APIs and not on the legacy ones. Please
see [9] for more information. With ODP and managed memory, using
CU_MEM_ADVISE_SET_PREFERRED_LOCATION and setting the preferred location to
device memory, the system will observe the behavior mentioned in [10].

GPU Direct Storage (GDS)

GDS support is available with driver release RS80TRD3 and greater.

vGPU Support

vGPU is currently not supported in CDMM mode. A future driver version will enable vGPU
support in CDMM mode.

MIG Support

MIG is currently not supported in CDMM mode. A future driver version will enable MIG
support in CDMM mode.

CUDA API

Future implementations of CDMM might support remote mapping of pages from the CPU
to GPU memory and migration of system allocated memory as well. This will impact the
following CUDA attributes CU_DEVICE_ATTRIBUTE_PAGEABLE_MEMORY_ACCESS and
CU_DEVICE_ATTRIBUTE_DIRECT_MANAGED_MEM_ACCESS_FROM_HOST.
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